Welcome to the eighth edition of the Creative Alliance
Safeguarding Newsletter. Our Newsletter is produced every
quarter, distributed to all Creative Alliance learners, employers
and staff and is intended to raise awareness of Safeguarding,
Prevent, British Values and how to keep learners safe and create

Our previous newsletter focused
upon looking after your mental
health. To read follow link. Click here
to read. This edition looks at keeping
safe and secure whilst working from

a positive working environment.

home, including Online Gambling.

Guidance on keeping safe and secure whilst working from home

As we adapt to modified ways of working we need to ensure we continue to take the security of our
data and systems seriously.

You may have seen from recent media reports that cyber criminals are preying on fears of the
Coronavirus (COVID- 19) and sending ‘phishing’ emails that try and trick users into clicking on a link to

a bad website (which could download malware onto their computer or steal passwords).

The layers of security we rely on in the workplace are naturally reduced when working remotely; and
there are some simple security tips both online and offline that will help ensure our work and data
remains effective and secure.

NHS Digital have some tips

NHS

Online Tips

Be alert to COVID-19 phishing and vishing
(telephone equivalent of phishing) scams.
Threat actors are well aware that people are
being asked to work remotely and it presents an
opportunity for them to exploit. If in doubt, seek
advice from colleagues or the corporate security
team if something does not feel right, be it an
email, a phone call or a physical approach

Don’t use public WiFi, either work offline and
connect later once at home on a more secure
network or connect by tethering to your mobile
device

Be suspicious of any emails asking you to check
or renew your passwords and login creden-
tials. Try to verify the authenticity of the request
through other means e.g. call the ICT helpdesk

Don’t click on suspicious links or open any sus-
picious attachments

Digital

Change the admin/default password on
your home broadband router

Ensure the firmware on your home broad-
band router is up to date

Make sure you are running all the latest
versions of software on all your devices

Have a data back-up strategy, and remem-
ber to do it: All important files should be
backed up regularly.

Consider password protecting documents
that you send across the internet to other
colleagues

Don’t use your work email address to reg-
ister on non-work-related websites


https://creativealliance.org.uk/wp-content/uploads/2020/09/Safeguarding-Newsletter-issue-7.2-29-09-2020.pdf
https://creativealliance.org.uk/wp-content/uploads/2020/09/Safeguarding-Newsletter-issue-7.2-29-09-2020.pdf
https://www.bbc.co.uk/news/technology-51838468
https://www.bbc.co.uk/news/technology-51838468

e Always keep all your work devices with you e Don't write passwords down
when travelling (never leave work laptops or
devices in cars) e Keep your work telephone conversations dis-
creet. Hold them in a private place if possible
e Never allow anyone else such as family mem-

bers to access your devices for personal use e Never leave equipment unattended, any-
such as internet browsing where. Lock your workstation when away
from it at home. It's good behavioural practice
e Reduce paper-handling to zero. Try not to print and, if you live in shared accommodation,
documents and work on them in public spaces. obligatory.
They will be vulnerable to theft or misplace-
ment e Familiarise yourself with your organisation’s
incident reporting processes and report any
e Use a screen protector to prevent shoulder incidents as soon as you become aware of
surfing if you are in public spaces or shared them.

accommodation

Online Gambling

Gambling-related harms can affect not just The report also found that one in four working
the gambler, but also their family, friends and adults who gamble across Great Britain would
colleagues. prefer to keep the extent of their gambling

hidden from their colleagues.
The current pandemic — including lockdown
measures across the UK — has undoubtedly

increased financial worries, isolation and boredom Now many employees are working from home,
for many people, which are established risk or may have been furloughed because of the
factors for gambling harm. Coupled with the pandemic, there are increased risks for those
ready availability of online gambling activities, who are struggling to control their gambling.
this is a concerning context for those who may be Harms also have the potential to escalate
considered at-risk. quickly, yet remain hidden from others for a

significant length of time.
According to a recent report, up to 10% of working

adults have experience of problems excessive Stimulating open conversation about gambling
gambling can cause in the workplace, including loss and potential harms, plus greater awareness of
of concentration, low productivity and absence, how to stay safe if you do choose to gamble,
criminal activity (including theft and fraud) and warning signs of harm and where to find
negatives impacts on mental wellbeing. specialist support, is a key activity in helping to

prevent and treat gambling-related harms.



During the first nationwide lockdown, the Gambling

Commission reported that the most engaged gamblers Available around the
—i.e. those most at risk of harm — spent more time and clock on Freephone
money on online gambling activities than previously. 0808 80 20 133 or
Concerns about privacy were common during this

period and contributed to a reduction in the number of web chat.

calls made to the National Gambling Helpline.

It's important to understand that gambling has the
potential to be harmful, and not talking about it can
make it worse. The earlier someone can recognise and
address an issue, with the right help and support, the
better.

Safer Gambling Week took place 19th — 25th Novem-
ber this year. The key objectives were to stimulate con-
versation about safer gambling and raise awareness of
how to gamble more safely, the tools that are available
to help people do this, plus sources of more advice and
support if people are concerned about gambling.

In recognising the impact that COVID-19 has had for

many, GamCare helps individuals and businesses un-

derstand how gambling could affect their teams, how

to start conversations about gambling and signpost

to appropriate tools and support to prevent gambling G a m ca re
harms. It also offers bespoke training throughout the

year to give a holistic view of how gambling harms can

impact specific groups, including women, young people

and those in contact with the criminal justice system.

Creative Alliance wish you a very Merry Christmas, and a Happy New Year!
Stay safe and we will see you in 2021 with out next Newsletter

Every apprentice working with Creative Alliance has the right to work and learn in a safe
environment, free from harm. If you have any concerns about a member of staff or co-worker,
please contact Creative Alliance directly.

Lead Designated Safeguarding Officer Deputy Designated Safeguarding Officer

Helen Dixon: helen@creativealliance.org.uk Noel Dunne: noel@creativealliance.org.uk
Office: 01217530 049 / Mobile: 0742 9607 315 Office: 01217530 049 / Mobile: 0779 3200 701



https://www.gamblingcommission.gov.uk/home.aspx
https://www.gamblingcommission.gov.uk/home.aspx
https://www.gamcare.org.uk/?cn-reloaded=1
https://www.gamcare.org.uk/get-support/talk-to-us-now/

